SCOTTISH ¥ WIDOWS

Important notes
for applications

Who looks after your personal information

Your personal information will be held by Scottish Widows Ltd which is part of the Lloyds Banking
Group. More information on the Group can be found at www.lloydsbankinggroup.com

Our full privacy notice

This privacy notice contains key information about how we will use and share your personal
information and the rights you have in relation to this. If you want to know more please access
our full privacy notice at www.scottishwidows.co.uk/legalprivacy or ask us for a copy.

How we use your personal information
We will use your personal information:

e to provide products and services, manage your relationship with us and comply with any laws
or regulations we are subject to (for example the laws that prevent financial crime or the
regulatory requirements governing the products we offer).

e for other purposes including improving our services, exercising our rights in relation to
agreements and contracts and identifying products and services that may be of interest.

To support us with the above we analyse information we know about you and how you use our
products and services, including some automated decision making. You can find out more about
how we do this, and in what circumstances you can ask us to stop, in our full privacy notice.

Who we share your personal information with

Your personal information will be shared within Lloyds Banking Group and other companies
that provide services to you or us, so that we and any other companies in our Group can look
after your relationship with us. By sharing this information it enables us to better understand
our customer’s needs, run accounts and policies, and provide products and services efficiently.
This processing may include activities which take place outside of the European Economic Area.
If this is the case we will ensure appropriate safeguards are in place to protect your personal
information. You can find out more about how we share your personal information with credit
reference agencies below and can access more information about how else we share your
information in our full privacy notice.


https://www.lloydsbankinggroup.com
https://www.scottishwidows.co.uk/legalprivacy

Where we collect your personal information from
We will collect personal information about you from a number of sources including:

e information given to us on application forms, when you talk to us in branch, over the phone or
through the device you use and when new services are requested.

o from analysis of how you operate our products and services, including the frequency, nature,
location, origin and recipients of any payments.

o from or through other organisations (for example card associations, credit reference
agencies, insurance companies, retailers, comparison websites, social media and fraud
prevention agencies).

e in certain circumstances we may also use information about health or criminal convictions but we

will only do this where allowed by law or if you give us your consent.

You can find out more about where we collect personal information about you from in our full
privacy notice.

Do you have to give us your personal information

We may be required by law, or as a consequence of any contractual relationship we have, to collect
certain personal information. If you fail to provide this information to us it may prevent or delay us
fulfilling these obligations or performing services which may prevent us operating accounts or policies.

What rights you have over your personal information

The law gives you a number of rights in relation to your personal information including:

e the right to access the personal information we have about you. This includes information from
application forms, statements, correspondence and call recordings.

e the right to get us to correct personal information that is wrong or incomplete.

e in certain circumstances, the right to ask us to stop using or delete your personal information.

e the right to receive any personal information we have collected from you in an easily re-usable
format when it’s processed on certain grounds, such as consent or for contractual reasons. You
can also ask us to pass this information on to another organisation.

You can find out more about these rights and how you can exercise them in our full privacy notice.

Other Individuals you have financial links with

We may also collect personal information about other individuals who you have a financial link with.
This may include people who you have joint accounts or policies with such as your partner/spouse,
dependents, beneficiaries or people you have commercial links to, for example other directors or
officers of your company.

We will collect this information to assess any applications, provide the services requested and to
carry out credit reference and fraud prevention checks. You can find out more about how we process
personal information about individuals with whom you have a financial link in our full privacy notice.

How we use credit reference agencies

In order to process your application we may supply your personal information to credit reference
agencies (CRAs) including how you use our products and services and they will give us information
about you, such as about your financial history.

We do this to assess credit worthiness and product suitability, check your identity, manage your
account, trace and recover debts and prevent criminal activity.



We may also continue to exchange information about you with CRAs on an ongoing basis, including
about your settled accounts and any debts not fully repaid on time, information on funds going into
the account, the balance on the account and, if you borrow, details of your repayments or whether
you repay in full and on time. CRAs will share your information with other organisations, for example
other organisations you ask to provide you with products and services. Your data will also be linked to
the data of any joint applicants or other financial associates as explained above.

You can find out more about the identities of the CRAs, and the ways in which they use and share
personal information, in our full privacy notice.

How we use fraud prevention agencies

The personal information we have collected from you and anyone you have a financial link with may
be shared with fraud prevention agencies who will use it to prevent fraud and money laundering
and to verify your identity. If fraud is detected, you could be refused certain services, finance or
employment. Further details of how your information will be used by us and these fraud prevention
agencies, and your data protection rights, can be found in our full privacy notice.

How we share personal information about insurance products

If you apply to us for insurance, we may pass your details to the relevant insurer and their agents. If
a claim is made, any personal information given to us, or to the insurer, may be put onto a register of
claims and shared with other insurers to prevent fraudulent claims.

Our full privacy notice

It is important that you understand how the personal information you give us will be used.
Therefore, we strongly advise that you read our full privacy notice, which you can find at
www.scottishwidows.co.uk/legalprivacy or you can ask us for a copy.

How you can contact us

If you have any questions or require more information about how we use your personal information
please contact us using www.scottishwidows.co.uk/secure/forms/contact_us/individual_customers/
policy-enquiries You can also call us on 0345 300 2244.

If you feel we have not answered your question Lloyds Banking Group has a Group Data Privacy
Officer, who you can contact on 0345 300 2244 and tell us you want to speak to our Data
Privacy Officer.

Money Laundering Regulations

Under current regulations we are required to verify the identity of our customers. In order to meet
this requirement and for the prevention and detection of fraud, we will access information from a
credit reference agency” to confirm your identity. They will authenticate your name, address and
date of birth, which involves checking the details you supply against those held on any databases
that the company carrying out the checks on our behalf (or any similar company) has access to. This
includes information from the Electoral Register. We will use scoring methods to authenticate your
identity. Our search will not be used by lenders or insurers when assessing lending or insurance risks.
We may also pass information to financial and other organisations involved in money laundering and
fraud prevention to protect ourselves and our customers from theft and fraud. If you give us false
or inaccurate information and we suspect fraud, we will record this and share this information with
other organisations.


https://www.scottishwidows.co.uk/legalprivacy
https://www.scottishwidows.co.uk/secure/forms/contact_us/individual_customers/policy-enquiries
https://www.scottishwidows.co.uk/secure/forms/contact_us/individual_customers/policy-enquiries

If you provide us with information about another person, we will treat this as confirmation that they
have appointed you to act for them to consent to the processing of their personal data. This means
that you have informed them of our identity and the purpose for which their personal data will be
processed, namely to verify their name, address and date of birth. Where Scottish Widows receives
notification affecting the legal ownership of the plan, or the appointment of an attorney under a
Power of Attorney or other circumstances where there are new parties associated with the contract,
the same process as set out above will apply.

Please note that if we cannot confirm your name, address and date of birth by using a credit
reference agency we may contact you to ask you to supply certain documents to verify this
information.

If you ask, we will tell you which credit reference agency we have used so you can get a copy of your
details from them.

* Please note we only use this agency to verify identity to fulfil anti-money laundering regulations and not to check
credit worthiness.

Conflicts of interest

In accordance with FCA regulations we have established and implemented procedures for
identifying, and preventing or managing, conflicts of interest. Conflicts of interest can occur in our
day to day business activities, for example, where one of our clients could make a gain at the direct
expense of another client, or we might be faced with an opportunity to make a gain but this would
be to the direct disadvantage of one or more of our clients.

Depending on the exact nature of the conflict of interest involved, we may take certain actions

to lessen the potential impact of the conflict. Such actions may include putting in place controls
between the opposing sides of the conflict, which may control or prevent the exchange of
information, and/or involve the appropriate management of staff activities and segregation of
duties. In instances where such controls would not be enough to eliminate the potential risk of
damage to clients from specific conflicts, we will disclose the general nature and/or source of those
conflicts of interest to you and the steps taken to lessen the potential risk, before we take on the
relevant business.

Our procedures for dealing with conflicts of interest may be revised and updated from time to time.
If you would like more information on the procedures, or on any specific conflict of interest that you
think might affect you, please contact us.

Categorising Your Business

We'll treat you as a ‘retail client’, unless we contact you to let you know otherwise. Retail clients
are afforded the highest level of protection under the rules of our regulator, the Financial Conduct
Authority (FCA). You should be aware that other organisations, including the Financial Ombudsman
Service (FOS) and Financial Services Compensation Scheme (FSCS), may classify you differently. If
they do, they may afford you lesser rights than those which normally apply to retail clients.
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